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Objectives of this Policy 
 

• To inform all governors, teaching and non-teaching staff, pupils and parents of the school’s 
e-safety policy intended to keep children and them safe online both in school and outside. 

• To inform all governors and teaching and non-teaching staff how to adhere to the school’s 
e-safety policy; what to do when they suspect a breach and the sanction the governing 
body will apply if a breach is proven. 

 
Introduction 
 
We live in a digital age where technology is playing an ever increasing part in our lives; it is 
changing the way that we do things both inside and outside of school and although we 
recognise the benefits of technology we must also be aware of the potential risks and ensure 
that all staff, pupils and parents/carers associated with the school are able to use technology 
in a safe and responsible manner. Some of the potential dangers of using technology may 
include: 

• Access to illegal, harmful or inappropriate images or other content 
• Unauthorised access to/loss of/sharing of personal information  
• The risk of being subject to grooming by those with whom they make contact on the 

internet.  
• The sharing/distribution of personal images without an individual’s consent or 

knowledge  
• Inappropriate communication/contact with others, including strangers  
• Cyber-bullying 
• Access to unsuitable video/internet games  
• An inability to evaluate the quality, accuracy and relevance of information on the 

internet 
• Plagiarism and copyright infringement  
• Illegal downloading of music or video files  
• The potential for excessive use which may impact on the social and emotional 

development and learning of the young person.  
 
Many of these risks reflect situations in the offline world but it is important that as a school we 
have a planned and coordinated approach to ensuring that all involved with the school use 
technology in a safe and responsible way. As with all risks it is impossible to eliminate them 
completely but with a planned and coordinated approach they can be significantly reduced 
and users can be taught to manage them effectively. 



Parkend Primary School:  E-SAFETY POLICY  
 

Statement of Intent 

We at Parkend Primary School are committed to providing a caring, friendly and safe 
environment for all of our pupils and staff so they can achieve their full potential in a relaxed 
and secure atmosphere.  The internet offers a huge learning and teaching potential but, at the 
same time, a breach of internet safety guidelines e.g. through the use of Social Networking, 
external webpages or blog can lead to a breach of trust and even bullying and Bullying of 
any kind is unacceptable at our school.  If bullying does occur, all pupils and staff should be 
able to tell and know that incidents will be dealt with promptly and effectively.   
We are a TELLING school.  This means that anyone who knows that bullying is happening is 
expected to tell a member of staff immediately. 
 
Curriculum 
 

• Internet access will be planned into the curriculum in order to enrich and extend 
learning activities. Access is currently available via class PCs or laptops.  

• Pupils’ use of the Internet will be guided through clear objectives. 

• Pupils will only access sites selected by the staff to best support the desired learning 
outcome. These sites can be hyperlinked to planning documents.  

• Responsible and safe use of the Internet will be part of the on-going pastoral support 
for the children. 

• Pupils will be taught ways to validate information before accepting that it is necessarily 
accurate. 

• Pupils will be taught to acknowledge the source of information when using the Internet 
for their own use. 

• Pupils will be made aware that the writer of an e-mail or the author of a webpage may 
not be the person claimed. 

 
Website 

• Members of staff will be delegated the responsibility by the Headteacher of ensuring 
the accuracy and quality of material presented on the school’s website.  

• All staff will have the responsibility for uploading material to the website. 

• All material must be the author’s own work, or where permission to reproduce has 
been obtained, clearly marked with the copyright owner’s name. 

• The school keeps a central record of children whose name and/or image should not be 
placed on the website. 

 
Access 
 

• Each user will have their own user name and password, all profiles have Internet 
access.  

• Pupils will only be allowed to access the Internet when supervised by a member of 
staff. 

• Staff will have access to the Internet in order to support the preparation and delivery of 
lessons and assemblies.  

• In common with other media such as magazines, books and video, some material 
available on the Internet is unsuitable for pupils. The school will supervise pupils’ 
access and take all reasonable precautions to ensure that users access only 
appropriate material. However, due to the nature of the Internet it is not possible to 
guarantee that unsuitable material will never appear on a terminal. The school’s 



approach to developing the children as ‘smart’ users of technology will embrace the 
actions they should take if they come across such material.  

• Staff, Governors, Parents and the EAS will work together to establish agreement that 
every reasonable measure is being taken. These procedures will be reviewed 
regularly. 

• All staff working with children using Internet access are able to discuss queries or 
concerns in an open forum.  

• Pupils will be informed that Internet use will be supervised and monitored.  
 

 
 

What Is Social Networking and Blogging? 

Social networking has become very much part of life. Many individuals use it on a daily basis. 
In terms of communication via the internet, the use of social networking websites such as 
Facebook, twitter and Instagram will probably surpass email use. 

Despite the popularity of social networks there are a number of potential risks about their use.  
It is also important to stress that once something is put onto the internet it can be difficult to 
remove and there is a possibility that anyone can gain access to it.  

The term ‘Blog’ is short for ‘web log’.  A blog is an online diary detailing personal insights and 
experiences, which is shared with an online audience. 

 

Recommendations and Policy: 

At Parkend Primary School we caution all staff about the lack of privacy and potential for 
unsavoury content with respect to Social Networking sites and blogs.  As such, we actively 
remind all members of the school community that they must be careful about the information 
they post due to potential security risks. 

The Police have provided the following helpful advice concerning Social Networking sites: 

• Only use them if absolutely necessary 

• At the very most use only your name for the profile 

• Do not put your date of birth on the profile 

• Be wary what pictures you put online of yourself, family and friends 

• Make your profile ”Invite only” and thus only allow people you trust with certainty to 
view your information 

• Do not discuss political views 

• Do not discuss work 

• Do not post your occupation 

• Be careful what viewpoint you express 

• Social networking is not permitted in school for pupils or staff 



It is also advised that all staff in school think carefully about any information they post on a 
personal web space or blog, as this can be added to other peoples’ pages and in turn passed 
on to another.  The information ‘posted’ will reflect the kind of person they are, which is why 
no information relating to staff, children or the wider school community should be shared or 
published by this means.  Staff should also check the privacy settings on their profile and set 
them to private, checking the contact and friends list from time to time to make sure they still 
want them to know their personal details. 

 

Furthermore, staff should protect their password at all times and should remember that most 
social networking sites are for adults only (18 years and over) so should never be shared with 
any child in the school.  All staff working in schools should maintain an appropriate level of 
professional conduct in their own internet use, both within and outside of school. 

 

Additionally at Parkend Primary School all members of our school community are requested 
not to put any photographs of members of the school community onto an external web site 
unless they have had prior permission. We also ask that in order to further protect the privacy, 
safety and well-being of our children, staff and school community at large, that at no point 
should members of the school community engage in dialogue on such sites which relates to 
the school, children, staff or members of the extended school community.  The school has a 
website where matters relating to the school and its wider community should be published. 

 

Procedures 

Our procedures aim to do two things; keep all pupils, members of staff and members of the 
wider school community safe and, if possible, change the behaviour of any person(s) using 
the internet inappropriately.  
 
Procedures to be followed include: 

1. Report any suspected breach of Internet e-Safety guidelines to the DSL immediately. 
2. In serious cases those involved will be asked to come in to a meeting to discuss the 

alleged misconduct. 
3. If necessary and appropriate governors, LA representative, and/or the police will be 

consulted. 
 

 



Outcomes 
1) The perpetrator may be asked to genuinely apologise.   
2)   In serious cases, suspension or even exclusion will be considered. 
3)  After the incident(s) have been investigated and dealt with, each case will be monitored 
to ensure there is no further breach of policy. 
 

A written record of any reported incident will also be kept by the Headteacher, along with a 
record of the response, follow up actions and the details of outcomes. 
 
 

Prevention 

We will use a number of methods to help children and staff prevent a breach of these e-safety 
guidelines: 

• Information sharing from LA (when available) 

• Staff / Community training 

• Development of e-safety rules (relevant to our children) 

 
Although schools are not directly responsible for bullying off their premises we would 
encourage pupils, staff and members of the school community not to suffer in silence. We will 
always listen and take appropriate steps to address the issue. 
 
The Head teacher Mrs Jasmin Marangon is the DSL, but all staff are responsible for 
implementing this policy.   
 
This policy will be shared with all staff and any new member of staff will receive a copy as part 
of the induction training. The policy will be reviewed annually. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Appendix 1 

Acceptable Use Policy (on all school computers) 

COMPUTING FACILITIES 

Users are encouraged to make use of the school’s computing facilities for educational purposes. 

All users are expected to act responsibly, show consideration to others and not tamper with the equipment provided in 
any way. 

ACCOUNT SECURITY 

Users are responsible for the protection of their own network account and should not share their passwords with 
anyone. 

Passwords should be complex. It is recommended a minimum of 8 characters are used and should include uppercase 
and lowercase letters, numbers and punctuation marks. 

Users should not logon to or use any account other than their own and should logoff or lock when leaving a 
workstation. 

USE OF FACILITIES 

It is not acceptable to: 

• Attempt to download, store or install software on school computers.  

• Attempt to introduce a virus or malicious code to the network.  

• Attempt to bypass network or system security.  

• Access or attempt to access another user's account.  

• Attempt to gain access to an unauthorised area or system.  

• Attempt to use any form of hacking/cracking software or system.  

• Use any device that acts as a Wireless Access Point (WAP), bridge or router other than those installed by the 
school. 

• Access, download, create, store or transmit material that; is indecent or obscene, could cause annoyance or 
offence or anxiety to others, infringes copyright or is unlawful, brings the name of the school into disrepute.  

• Engage in activities that waste technical support time and resources.  

INTERNET ACCESS 

The school’s Internet service is filtered using RM Safetynet.  

• Staying safe online will be discussed with the children in assemblies and lessons. The children will be 
encouraged to develop as independent and ‘smart’ users of the Internet. Teachers will ensure that all children 
using the Internet in their lessons are aware of the process they must follow to maintain their safety and well-
being. They will be encouraged to tell a teacher immediately if they encounter any material that makes them 
feel uncomfortable. 

• The use of public or private chat facilities is not permitted.  

• Users should ensure that they are not breaking copyright restrictions when copying and/or using material from 
the Internet.  

• If any user discovers an unsuitable site the URL and content will be reported to the Headteacher.  

 

 

 

 



EMAIL 

Automated software scans all email and removes content that could compromise the integrity of the computer systems 
or contain unsuitable/offensive content. Users should be aware that the system logs all e-mail content. 

• Pupils are not allowed to use email during lessons, unless the teacher for that lesson has permitted its use.  

• If a user receives an email from an unknown person or that is offensive or upsetting, the relevant teacher. Do 
not delete the email in question until the matter has been investigated.  

• Sending or forwarding chain emails is not acceptable.  

• Sending or forwarding emails to a large number of recipients is acceptable only agreed circumstances. Before 
doing so, the user must obtain permission from the Head.  

• Do not open attachments from senders you do not recognise, or that look suspicious.  

• Users should periodically delete unwanted sent and received emails.  

• Pupils may only use the email facilities provided by the School.  

PRIVACY AND PERSONAL PROTECTION 

• Users must, at all times, respect the privacy of others.  

• Users should not forward private data without permission from the author.  

• Users should not supply personal information about themselves or others via the web or email.  

• Users must not attempt to arrange meetings with anyone met via the web or email.  

• Users should realise that the school has a right to access personal areas on the network. Privacy will be 
respected unless there is reason to believe that the Acceptable Use Policy or school guidelines are not being 
followed.  

• GDPR guidelines should be adhered to 

DISCIPLINARY PROCEDURES 

Those who misuse the computer facilities and break this Acceptable Use Policy will be subject to school disciplinary 
procedures. 

SUPPORT 

If you have any questions, comments or requests with regards to the systems in place, please do not hesitate to 
contact the office or the Headteacher. 

Faulty equipment should be reported to the office or the Headteacher. 

Users should not attempt to repair equipment themselves. 

 
 
 


